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Hwdng dan sir dung PRTG giam sat Bandwidth trén Cisco Router
(Blii Quéc Ky - VnPro)
k%
Yéu cau

1. Tai phdn mém PRTG ti trang chq.

2. Caidat PRTG trén Win7 32bit.

3. C&u hinh SNMP Community String trén Cisco Router.

4. Hudng dan khai bdo SNMP cho Cisco Device trén PRTG.

Thyc hién
Yéu cau 1. T3i phan mém PRTG tir trang chu.
Tai phan mém tai: https://www.paessler.com/prtg

AND EASY TO USE!

e Network monitoring for professionals

e [nstalled in 2 minutes

e Automatically discovers your network
* Monitors your network 24/7

e Alerts you before emergencies occur

BEON

e Used by 150,000 administrators worldwide

PRTG fits into any budget and grows with your needs. {
Try PRTG now and see how it can make your network G — -
more reliable and your job easier. 4 . =—om '——mf

Everything you need is contained in one simple
installer, no additional downloads are required.

We make it simple for you, now and later!

FREE TRIAL DOWNLOAD >>

You will be up & running in less than 2 minutes

.
&# Download File Info =

URL  https://prigdownload. com/prig.zip

Category [Cornpressed v] %
Save As  C:\Users\CCIE_LAB\Desktop\prig. zip - E]
179.85 MB

Remember this path for "Compressed” category

[ Download Later ] k Start Download i [ Cancel ]

——————————————————————

License Name: prtgtrial
License Key:
- 000014-3Q6KFM-8FFG9F-YK0879-PCN96N-VVIMD2-C537GN-U48QT7-MKUYJY-
DF78FA
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- 000014-4EUKFM-8FFZ8W-B10QD9-055C1P-R7T54E-HA6A5R-NECRTM-0Z7J4E-
6X38WN

PRODUCTS SHOP SUPPORT PARTNERS BLOG COMPANY SERREH S

Home > Downloads > Download PRTG

CONGRATS! THIS IS YOUR FREE LICENSE
KEY FOR PRTG NETWORK MONITOR

\ [
EEO0n

o LICENSE DETAILS

License Name:
prtgtrial

License Key:

000014-3Q6KFM-8FFGIF-YK0879-PCN96N-VVJMD2-C537GN-U48QT7-
MKUYJY-DF78FA

Please save this license key as you will need it during the
installation of the software.

Y FREE SOFTWARE DOWNLOAD

If you haven't done so already please download PRTG Network
Monitor now.

Yéu ciu 2. Cai dat PRTG trén Win7 32bit.

PRTG st dung Port 8080 nén can phai kiém tra xem PC cé Software nao chi€ém dung Port nay
chua.

mv . v Computer » Data (D:) » Software (update) » PRTG

Organize = Include in library + Share with » Burn New folder

3¢ Favorites MName Date modified Type Size
Bl Desktop | <1 PRTG Network Monitor 16.4.27 6719 Setup Freeware and Trial (Stable).exe 10/10/2016 2:25 PM  Application 184 477 KB
& Downloads

1= Recent Places

-
Select Setup Language g

Select the language to use during the
Y "

installation:

|Engish -
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[ setup - PRTG Network Monitor [ _ | =]
License Agreement \
Please read the following important information before continuing.

PRTG

Please read the following License Agreement, Yiou must accept the terms of this
agreement before continuing with the installation.

beneral Businezs Termsz and Licenze Conditions of Paessler AG il
The follovwing Terms and Conditions can be dovwnloaded and printed from
Paessler AG's website: bttps faenewy paessler comicompanyterms. Upon

request to aghi@paessler .com, Paessier AG will provide you with & digital or
weritten wersion.

{Information about Passsler A0G:
Paessler AG
Thurn-und-Taxis-=tr. 14
D-90411 Muremberg

Germany LI

¥ [ accept the agreement

I donot accept the agreement
(LIt o fo) i = o e

Mext = I Cancel |

ESEI:LID - PRTG Network Monitor [ _ =] I
Your Email Address \ ’
The Following infarmation is required bo conkinue with Ehe installakion
PRTG

Whenever the sensors in your installation discover outages or suspicious values, PRTG
can send nokifications to alert wou, Please enter your email address o make sure you

receive these impartant syskem alerts, Paessler will also use this address ko provide
suppork.

Your Email Address:

bouacky@gmailcom|

WWW.DEIESS'EF.EDITI

< Back. I Mext = I Cancel
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Eﬁetup - PRTG Metwork Monitor [ [ ]
Your License Key \ ’

The Following inFormation is required to continue with the installation
PRTG

Please enter wour license key! Bokth, name and key, must be entered exactly as
provided in the email {or license document) From Paessler. Using copy&paste is
recommended!

License Name:

Iprtgtrial

License Key:
IIZIIZIIIIl4-3Q6KFM-BFFG9F-YKDB?9-F‘CI"-.IE'E-N-'-.-"-.-'JMDZ-CSS?GN-U‘}EQT?-MKLIYJY-DF?BFP]

Don't have a license key?

Try unlimited sensors For 30 days, then use 100 sensors For free Forewver!

CLICK HERE to request vour free license key (no guestions asked),

WWW.DEIESS'EF.EDITI

< Back. I Mextk = I Zancel |
B8 Setup - PRTG Network Monitor [_ |=] I

Select Destination Location \
Where should PRTE Nebwark Maonitor be installed?
PRTG

Setup will install PRTS Metwark Monitor inko the Following Folder,

To conkinue, click Mesxk, IF wou would like to select a different Folder, click Browse,

_:1Proagramm Files|PR.TG Nebwark Manikar Browse, ., |

Ak leask 735.1 MB of free disk space is required,

< Back I Mext = I Cancel

LRI DEIESS'EI’ LT
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-

“¥ Setup - PRTG Metwork Monitor l — | — |-'E'_]

PAESSLER Completing the PRTG Network
the network manitoring company Monitor Setup Wizard

Setup has finished installing PRTG Metwork Manitor on your
computer, The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup,

Show PRTG Metwork Monitor in the Default Webbrowser
[] Start PRTG Enterprise Console

N

Sau khi cai xong PRTG, ta cai ti€p Javascript va Chrome.

Yéu cau 3. Cau hinh SNMP Community String trén Cisco Router.
interface £0/0

ip address 10.215.13.16 255.255.255.0

no shutdown

exit
snmp-server community vnpro wr

Yéu cau 4. Hudng dan khai bao SNMP cho Cisco Device trén PRTG.
Cé6 thé sir dung mdt PC bat ky truy cap vao PRTG thdng qua IP ca PC cai dit PRTG.

) @ 001 Fasttthemetoro e x N N —

&« C | [3]10.215.26.151fsensor.htm?id=2065&tabid=1

<% Home  Devices  Libraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup

# | Devices | Local Probe = | Network Discovery = | Metwork Infrast.. » | Device - | (001) FastEthernet0/0 Traffic «

Devices > All.
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~% Home Libraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup

i | Devices | Al

Group View ¥

':'J 'oup RO Device List >

Favorite Devices

Overview |Depencercies ,F Alarms  Log # Management il # Settings [l X Notifications

Status: Add Group Search:

OK ) 46) B Search
Add Auto-Discovery Group

.
=" Root Add Device
=

i Local Probe

Click phai chudt vao Network Infrastructure > Add Device.
<% Home  Devices Libraries Sensors  Alarms  Maps Reports  Logs  Tickets  Setup
4 | Devices

Group Root

Overview  2days 30days 365days Alarms  Log # Management [l # Settings [l ¥ Motifications

Status: Sensors: Group Menu arch:
OK #Ld12 v EA34| & Check Now Search
Details...
=1 Root £
& Edit >
B 2 Local Probe
© Add Group..
El Em Probe Device © Add Auto-Discovery Group.. 2 Health Disk Frae Comman Saa... || Intel[R] PRO....
4% oo [l 100 % | ) 34 kbitys |
=

| .
= Metwark Discovery Iﬂ Al B |
S|

E?I Network Infrastructy

I Sort Alphabetically

E &= Intemnet & Deete.
B =@ Gateway: 10.215.26.1 | @  Clone.. Cartificat.. | 5L Security C.
- . Maove 5 2 & | Weak Proto W
B = Windows
Il Pause ¥
= .
H =" Clients % Pricrity »
=] PC1201 2 Historic Data L T p—
. ' msec W
= Send Link by Email =
= Servers .
%] Open Ticket
B 5l bquacky-PC PING 1l o A0S (Remate..
] [ —— -] 1AQ e -] 1A ;e ]

Khai bdo IP cla thiét bj can giam sat > Continue.
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Add Device to Group Network Infrastructure

Y
ADD A NEW DEVICE
Define a device name and address, options for auto-discovery, and credential setlings for Windows, Linux, Viviware/XEN, and SNMP, if necessary.
Help: Add a Device
DEVICE NAME AND ADDRESS
Device Name Device
|
1P Wersion ® Connect using IPv4 |
O Connect using IPve
IPv4 Address/DMNS Mame 10.215.13.16
Tags
Device Icon ® [ o o o Ela o []
o o & o [u] o iy o A
o % o o & o9 o [
o o o g o & (oI =|
o (& o & o @ o = o ail
o @ o B o & o =2 o &
[#] E [#] E [« Q) wma 0 asc
o % O == O = 0 == o
[#] -\:;l [#] E] [« ST 0 (o] e
1 smos fall " | ol ) Tl fa h

Continue = Cancel

Chon thiét bj Router/Switch.

<~} Home  Devices Libraries Sensors  Alarms  Maps  Reports  Logs — Tickets  Setup
# | Devices

Group Root

Owverview 2 days 30 days 365 days Alams Log # Management # Settings X Notifications
Status: Sensors: Search: ) = "
OK w12 vif3s (oras) Jol (o] Ol * ||_-|
=" Root
Bl % Local Probe
El =5 Probe Device Core Health Probe Health System Health Disk Frze Commen Saz... [ Inel[R] PRO....
L 100 % | 100 % | 100 5% | 41 % | 100 % | 37 kbit/s |
=

=" Network Discovery
= = Network Infrastructure

E == Intemet

El E0 Gateway: 10.215.26.1 PING S5L Certificat.. 5L Security C.
1™ 1 mizec | 1162 # | Weak Proto: (W

EI | Add Sensor Run Auto-Discovery

Khai bdao SNMP String cho Router/Switch > Settings. Tai section CREDENTIALS FOR SNMP
DEVICES, click vao muc Inherit from, khai bdo SNMP Community String > Save.
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=¥ Home  Devices  Lbraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup

#& | Devices | Local Probe = | Metwork Discovery = | Network Infrast... = | Device «

Device Device ™ i

Overview 2 days 30 days 365 days Alarms System Information Log & Settings MNotifications I

BASIC DEVICE SETTINGS

Device Mame beuice
Status ® Started
O Paused
1P Version ® 1Pv4 device

C IPvE device

IPvd Address/DMNS Mame 10.215.13.16

CREDENTIALS FOR SNMP DEVICES

£
SNMP Version @l
® v2¢ (recommended)
O w3
Community String vnpro
SMMP Port 161
SNMP Timeowut (Sec.) 5

Due to internal limitations, you can only monitor a limited number of sensors per second when using SNMP v3. The main limiting factor
is CPU power, Currently, PRTG is able to handle roughly 40 requests per second and computer core, depending on your system. This
means that you can run about 5,000 SNMP v3 sensors with a 60 seconds scanning interval on a computer with two cores, and around
10,000 sensors with 60 seconds interval on a system with four cores, If you experience an increased “Interval Delay™ or "Open Requests”
reading of the Probe Health sensor, you need to distribute the load over multiple probes, SNMP v1 and v2 do not have this limitation.

CREDENTIALS FOR DATABASE MANAGEMENT SYSTEMS

| inherit from =* Netwaork Infrastructure

CREDENTIALS FOR AMAZON CLOUDWATCH

Save Cancel

Click Add Sensor dé lya chon Object can gidm sét.
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~¥ Home  Devices  Libraries  Sensors  Alarms  Maps  Reports Logs  Tickets  Setup

# | Devices | Local Probe = | Network Discovery = | Network Infrast.. = | Device «

Device Device = Jd%

Overview 2 days 30 days 365 days Alamms System Information Log # Settings % Motifications
Status: Sensars: DMS/IP: Dependency: Default Interval:

OK [of 0) 10.215.13.16 Parent every 60 seconds
Pos - Sensor Status Message

€ Add Sensor @ Recommend Mow

Khai bdo cdc Object can giam sét.
~% Home  Devices Libraries  Sensors  Alarms  Maps  Reports Logs  Tickets  Setup

#& | Devices | Local Probe » | Network Discovery + | Metwork Infrast.. » | Device | Add Sensor (Step 1 of 2)

Add Sensor to Device Device [10.215.13.16] (Step 1 of 2)

SEARCH
pe 10 Matching Sensar Types
MONITOR WHAT? TARGET SYSTEM TYPE? TECHNOLOGY USED?
O Availability/Uptime O Windows O Ping
| ® Bandwidgth/Trafric | O Linux/MacOs
O Speed/Performance O Virtualization 05 O WML
O CPU Usage O File Server O Performance Counters
O Disk Usage & Email Server O HTTP
O Memaory Usage O Database O S5H
© Hardware Parameters O Cloud Services O Packet Sniffing
O Metwork Infrastructure O MetFlow, sFlow, jFlow
2 Custom Sensors O Pawershel
2 Push Message Receiver
O PRTG Cloud

MOST USED SENSOR TYPES

SMMP Traffic ?

Manitors bandwidth and traffic on servers, PCs,
switches, etc. using SNMP

Add This

Luwa chon céng giao ti€p mudn gidm sat > Continue.
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=¥ Home  Devices Libraries Sensors  Alarms  Maps  Reports Logs  Tickets  Setup

# | Devices | Local Probe + | Network Discovery + | Network Infrast.. + | Device | Add Sensor (Step 2 of 2)

TRAFFIC SPECIFIC

Select all connected interfaces Select all disconnected interfaces Desslect all interfaces
Interface Mumber
# Mame ¥ Status ¥ Speed ¥ Type ¥ B4bit  # Intemal name
(001) FastEthernetd/0 Traffic Connected 100 MBit/s  Ethermet Yes FastEthernet0/0
(002) FastEthernet(/1 Traffic Mot Connected 100 MEBit/s Ethernet  Yes FastEthernet(/1
(003) VoIP-MNull0 Traffic Connected 10 GBit/s Other Yes VolP-MullD
(004) NullD Traffic Connected 4 GBit/s Other No Null0
Additional Channels Errors In & Cut

Niscards In & Out
Jnicast Packets In 8 Out
Mon Unicast Packets In & Out (32bit only)
Multicast Packets In & Out (B4bit only)
Broadcast Packets In & Out (B4bit only)
Unknown Protocols

O Show alarm for all "disconnected” states
© Show alarm when disconnected, but ignore when deactivated
® [gnore all “disconnected” states

Connection Status Handling

Description "IN~ Channe Traffic In
Description "OUT" Channel Traffic Qut
Description "TOTAL™ Channe Traffic Total

Continue > Cancel

Quan sat théng tin théng ké cda interface.
< Home  Devices  Libraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup

& | Devices | Local Probe » | Network Discovery « | Network Infrast... = | Device -

Device Device ™ H¥k

Overview 2 days 30 days 365 days Alarms System Information Log # Settings ¥% Notifications E E
Status: Sensors: DNS/IP: Dependency: Default Interval: Last Auto-Discoveny:
OK E 1 (ofl) 10.215.13.16 Parent every 60 seconds (never)
= +~1tolofl =+ + =]
Pos - Sensor Status Message Graph Priority
ER ﬁ (001) FastEthernetD/0 Traffic I Unknown No data yet Traffic Total Nodatz
HML fi=]

= +~1tolofl =+ +

© Add Sensor O Recommend Now

Thoéng tin théng ké ty ddng dugc Refresh sau moi 60s.
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<y Home  Devices  Libraries  Sensors  Alarms  Maps  Reports  Logs  Tickets  Setup @ ? 0 Pal
4 | Devices | Local Probe » | Network Discovery = | Network Infrast.. » | Device « | (001) FastEthernetQ/0 Traffic +
. New Log Entries 21
Sensor (001) FastEthernet0/0 Traffic » Jk% _
Overview Live Data 2 days 30 days 365 days Historic Data Log # Settings X Notifications E E m -] ﬂ n
Last Message:
oK
Last Scam: Last Up: Last Down: Uptime: Downtime: Coverage: Sensor Type: Dependency: Interval: ID:
17 s 17s 100.0000% 0.0000% 100% SNMP Traffic 64bit Parent every 60 s #2065
b E g 1L00
Traffic Total Traffic In 10 = 3
\ | 1080
160
8.85 kbit/:
LE= 2 140 1060 .
Traffic Out 120 1040
\ 100
9.36 kbit/s .
Unicast in B
18 kbit/s 0 18 kbit/s 102/s N\ 1m0 mm  f10
) :asa 000 #pos) 2
Unicast out -
Maoc 0.000 kiitfs
\ am am am
10 #/s gz A=z gr‘é ﬁr‘é 52 &2 g‘r‘é .:.r‘g-
g% %% =§ 98 5§ =8 %8 93
Channel « ID Last Value (velume) Last Value (speed) Minimum Maximum Settings
Downtime -4 & L [ I e
TrafficIn 4] 65 KByte 8.85 kbit/s 8.85 kbit/s 8.85 kbit/s ¥ ; a5 T

Tham khao tiép tai:
https://kb.paessler.com/en/topic/803-how-can-i-see-all-interfaces-when-adding-an-snmp-
sensor-for-my-cisco-device

https://anninhmang.net/cong-cu/cong-cu-giam-sat-thong-mang-prtg/
http://quantrimang.com/kiem-tra-hieu-suat-mang-voi-prtg-ban-mien-phi-55781
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