LabPro Wireless

LAB 1: Céu hinh Access Point 1130AG caa Cisco.
Kiém tra nhiéu dong kénh va nhiéu cin kénh
Yéu ciu:

e Gidi thiéu so lrge vé Access Point Aironet 1130AG.
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Thuwe hién:

1. Giéi thiéu so luge vé AP 1130AG

Hinh 1
1 Power connector 5 Padlock port
2 Ethernet port 6 Mode button
3 Keyhole port 7 Ethernet (E) and Radio (R) LEDs
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4 Console port 8 Status LED
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radio nay giéng nhau trén tit ca cic AP 802.11a/b/g ctia Cisco.
AP 1130AG hd tro 2 kiéu cau hinh: CLI (command line) va WEB.
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Trl}’é'c khi ¢6 thé cai dit cdu hinh basic, AP va PC phai c6 dia chi IP (dé co dia chi IP ctia AP xem
phan gan dia chi IP si dung CLI).

Céc budc dé cau hinh co ban cho AP 1130 str dung GUI Express Setup.

Budc 1: M¢ trinh duyét va gd dia chi cua AP vao thanh tac vu dia chi. Mot man hinh username va
password xuét hién.

Budc 2: G6 username Cisce va password Cisco. Username va password co phan biét chit hoa,
thuong.

Bude 3: Nhan Enter. Trang Summary Status xuat hién.
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Hinh 2

Budc 4: Click Express Setup. Trang Express Setup xuit hién.

Cisco Alronet 113046 Series Access Point
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Budc 5: Cau hinh céc cai dat st dung nhiig hudng din sau

Host name

Tén hé théng 12 mot tén cua AP dé nhén dang né trén mang

Mic dinh: ap

Configuration Server Protocol

Chi ra cach ma AP 13y dia chi IP.

Tuy chgn: DHCP va static IP
Mac dinh: DHCP
IP Address, IP Subnet Mask
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Gan hoic thay doi dia chi IP kém subnet mask cta AP, Néu DHCP dugc cho phép, AP lay
dia chi tr DHCP server. Ban c6 thé gan dia chi TP tinh trong phan nay.

Default Gateway

Xéc dinh dia chi AP st dung dé truy cdp vao 1 mang khéac. Gateway ndy dugc cung cép
badi nguoi quan tri mang. Néeu DHCP dugc cho phép, dé trong phan nay.

Web Server
Cai dit ndy chi ra kiéu HTTP duoc str dung dé truy cap AP thong qua trinh duyét WEB.
Tuy chon: HTTP chuan hoic HTTPS
Mic dinh: HTTP chudn

SNMP Community

Xac dinh va cai dat nhimg thudc tinh cho giao thirc quan Iy mang don gian (SNMP) duoc
dung d€ quan Iy mang ma AP truc thudc.

Thudc tinh Mo ta

Nacd M1, AD 1.7 1 b L s 2 b A
Deau-ulilly A G VU pHaep uuy vap aoo
Read-Write AP cho phép truy cap doc va doc ghi

Radio 802.11G and 802.11A Setup Sections

Role in Radio Network
Cai dat nay xac dinh chirc nang cia AP trong mang khong day
Tuy chon: AP root hoac Repeater nonroot
Maic dinh: AP root

Optimize Radio Network for

Cai dt nay toi wu héa hoat ddng ciia AP trong mdi truong khong day bang cch hiéu chinh
toc dg dir li¢u. Cai dat nay phai giong nhau trén cdc client.

Tuy chon: Throughput, Range, Default, Custom
Mac dinh: Default

3. Cau hinh basic bang CLI
Két ndi t6i AP bing cap console.

Budc 1: Mo nap ddy AP
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Bucrc 2: Dung céap ndi tiép DB-9 to RJ-45 (9 chan, female) ndi port ndi tiép RJ-45 trén AP dén
cong COM trén PC.
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dit liéu, khéng dung parity, 1 bit stop va khéng ¢ diéu khién ludng. Truy cdp vao AP véi username
Cisco, password Cisco.

Bugc 4: Gan dia chi IP cho AP str dung CLI
ap#conft

SR . S W TL ter ,.,‘.\ nYT 1
ap(config)#interiace pvi 1

ap(config-if)#ip address 10.0.0.2 255.0.0.0

Budc 5: Str dung CLI, ta co thé cai dit tit ca cac cau hinh co ban (va nang cao) nhu khi str dung
giao dién WEB.

4. Kiém tra chat lwgng tin hiéu khi diit cAic AP gan nhau va cAu hinh cing kénh truyén hosic
kénh truyen ke cin trong chuan B/G.

Céu hinh AP Linksys bang giao di¢n WEB, tao ra SSID VnPro, quang ba SSID ra ngoai d¢ PC
detect thay, AP hoat dong & chuan B-onlyw, kénh 1. Trén 2 AP Aironet lam tuong tu, tao ra cac
SSID Cisco va Microsoft, hoat ddng & chuan B-only, cling kénh 1.

a. Cau hinh AP Linksys:

A Linksys - Microsoft Internet Explorer

File Edit View Favorites Tools Help ,','
Qe - €  [x] (B #D Osearch Slizravorites €3 2~ i F B
~ < = R g 5 < |} —_ =1 “«3

address [g) http://192.168.1.246/

Wireless

Setup Wireless Administration
Basic Wireless Settings | Wireless Security Wireless MAC Filter | Advanced Wireless Settings

Wireless Network

Wireless-A Settings Mode: | Enable w |
e — These features are the
Turbo Mode: | Disabled W basic settings for
g ; e Wireless-A and Wireless
work = - SV =
letwork Name (SSID): linksy=-a networking.
Channel: Auto (DFS v
— . More...
SSID Broadcast: Enabled vJ
Wireless-G Settings Mode: | Wircless-B Only |» \
Metwork Name (SSID): _\./nprc
Channel: [ 1-2.412GHz VV‘
SSID Breadcast: Enabled W ‘
Cisco SYsTE

Save Settings Cancel Changes

&) ® Internet

Hinh 4



LabPro Wireless
b. CAu hinh AP 1130:
Dung CLI:

Budc 1: Tao ra SSID trong configuration mode, chon kiéu xdc thuc va quyét dinh cé quang ba
SSID ra ngoai thong qua cac beacon hay khong:

ap#conft

ap(config)#dot11 ssid cisco

ap(config-ssid)#authentication open /* bat xac thuc kiéu Open System */
ap(config-ssid)#guest-mode / * quang ba SSID trong cac frame beacon */

Budc 2: Chi dinh SSID nao duoc két hop vai interface Dotl 1Radio 0 hodc 1, sau dé bat interface
1én:

ap#conft

ap (config) #interface dotl1radio 0

ap (config-if) #ssid cisco /* cho SSID cisco k&t hop véi
interface dotllradio 0 */

ap (config-if) #no shut /* bét interface radic 0 1én */

Bude 3: Chon toc d6 va kénh truyén cho cac interface radio

ap (config)interface radio 0
ap (config-if) #speed basic-1.0 2.0 5.5 11.0

Céu hinh diy di:

ap#show run

Building configuration...

Current configuration : 1572 bytes
|

service password-encryption

!

hostname ap
|

enable secret 5 $1%zpWJSC8gnfyN4rzLkUz3.14Ytk/
!
dotll ssid cisco
authentication open
guest-mode
|
username Cisco password 7 1531021F0725
!
bridge irb
|

interface DotllRadioO
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no ip address
no ip route-cache

speed basic-1.0 2.0 5.5 11.0
channel 2412

station-role root
bridge-group 1

bridge-group 1 subscriber-loop-control
hridoece—cvroiirmn 1 hlack—iinknawn—aennivreoa
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
|
interface DotllRadiol

no ip address

no ip route-cache

shutdown

!

ssid cisco

]
interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
hold-gueue 160 in

|

interface BVI1

ip address 10.0.0.2 255.0.0.0

no ip route-cache
!

control-plane
|

bridge 1 route ip
!

Luuy:

- Interface BVI (Bridge Virtual Interface) 1 chi la interface a0 duge su dyng cho myc dich quan
tri AP (giong nhu vai tro cua Interface VLAN 1 trong cac switch layer 2 cua Cisco).

- Céc interface Radio, FastEthernet dugc cau hinh theo kiéu bridging. AP ¢6 chic ning gidng
nhu hub trong mang c6 day nén cac interface Radio va FastEthernet phai dugc cau hinh bridge.
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Dung WEB:
Tao SSID va cho quang ba SSID trong Beacon.

s AP - Express Security Set-U ficrosoft Internet Explorer - =] x|
Fle Edit View Favorites Tools Help |

QBack + @ ~ (x] [2) (3| S Search cFovorites & Meda € | (- L 3
Address J@] http://10. 10. 10. 1/ap_express-security.shtml =] B0 [unks >

Cisco irone G Series Access FPoint
Hostname ap ap uptime is 1 hour, 10 minutes
EXPRESS SECURITY
press Se et-Up
1. SSID [cisco r ID i n
2. VLAN
& No VLAN € Enable VLAN ID- I (1-4094) I Native VLAN

3. Security

& No Security
€ Static WEP Key

[Key 1 =] [128 bit =] —

C EAP Authentication

RADIUS Server: I (Hostname or IP
Address)
RADIUS Server Secret: |
C WPA
RADIUS Server: I (Hostname or IP
Address)
e PR |
[@&] javascript:MM_opensrwindow(def_broad id.shtml’,”, 'width ,height=240,left=0, top=0") [ [@heme

Hinh 5

Chi cho AP hoat déng & chuin B (dung cac téc do dit liéu 1, 2, 5.5, va 11 Mbps)

3 Cisoo 10S Series AP - Network Interfaces - Microsoft Intes t Explorer
Edit View Favorites Tools Help |ﬂ'
QBack - O - [F] B 2| P search i Favorites @ Media £ | (- w
Address [@] nttp://10. 10. 10. 1/ap_networkif_502-11_c.shtml =l 8o |unks >
Piieainsns . © Workgroup Bridge =
< Scanner
Data Rates: Best Range l Best Throughput I Default I
1.0Mb/sec € Require nable ' Disable
2.0Mb/sec € Require & Enable " Disable
5 5Mbisec " Require = Enable " Disable
* 8. 0Mb/sec ¢ Require " Enable = Disable
* 9.0Mb/sec € Require  Enable = Disable
11.0Mb/sec ¢ Require < Enable " Disable
*12.0Mb/sec C Require C Enable ' Disable
* 18.0Mb/sec  Require " Enable @ Disable
* 24 0Mb/sec ¢ Require " Enable ' Disable
*36.0Mb/sec ¢ Require < Enable ' Disable
* 48 OMb/sec € Require  Enable @ Disable
* 54 OMb/sec Require  Enable @ Disable
* OFDM Rates
CCK Transmitter Power (dBm): CAC2C5C8C11€ 1417 € 20 7 Max
OFDM Transmitter Power (dBm): C1C2C5C8C 110140 17 € Max %WM
Client Power Local: ¢ Enable € Disable
Limit Client Power (dBm): C2C 5080110 14 €17 € 20 & Max i
-~
[€&] pone [T [@menee
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Hinh 6
~ ~ hY ~
Chon kénh hoat dong 1a kénh 1 (2412 MHz)
CCK Transmitter Power (dBm): CAC2C05C8C 11014017 C 20 & Max
OFDM Transmitter Power (dBm): CAC2C5C80C11C 14 C 17 & Max % w
Client Power Local: @ Enable ' Disable
Limit Client Power (dBm): C2C508C11C 14 C 17 € 20 @ Max
Default Radio Channel: | Channel 1-2412 MHz | channel 1 2412 MHz
Least Congested Channel Search: Channel 1-2412 MHz
(Use Only Selected Channels) Channel 2 - 2417 MHz
Channel 3 - 2422 MHz
Channel 4 - 2427 MHz
Channel 5 - 2432 MHz
Channel 6 - 2437 MHz
Channel 7 - 2442 MHz
Channel 8 - 2447 MHz
Channel 8 - 2452 MHz
Channel 10 - 2457 MHz
Channel 11 - 2462 MHz
World Mode :
Multi.-Domain Operation: @ Disable € Legacy € Dot11d
Country Code: | ;I I Indoor T Outdoor
Radio Preamble @ Short © Long
Receive Antenna: @ Diversity C Left (Secondary) ' Right (Primary)
Transmit Antenna: & Diversity € Left (Secondary) " Right (Primary)
~

[T [ mtemet
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Cho interface Dotl 1Radio 0 hoat dong:

Cisco Sysveus

Cisco Aironet 1130AG Series Access Point

_RADIOD-80211G STATUS |2 DETAILED STATUS Iy SETTINGS "E___ CARRIERBUSYTEST |
Hostname ap
| METVERK BUEHENCES: Enable Radio: @ Enable © Disable
Current Status (Software/Hardware): Enabled 1T Up it
Role in Radio Network: @ Access Point
Radio1-80211A O Access Paint (Fallback to Radio Shutdown)
© Access Point (Fallback to Repeater)
C Repeater
© Workgroup Bridge
© Scanner
Data Rates: [ Best Range ][ Best Throughput ][ Default ]
1.0Mb/sec & Require O Enable O Disable
2.0Mb/sec (& Require O Enable O Disable
5.5Mb/sec & Require O Enable © Disable
" 6.0Mb/sec O Require @ Enable © Disable
* 9.0Mb/sec O Require & Enable O Disable
11.0Mb/sec & Require O Enable © Disable
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Quét tin hi¢u dung PC:
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LiNKSYS

A Division of Cisco Systems, inc.

Site Survey

LabPro Wireless

Below is a list of available wireless networks. To search for more wireless networks,

click the Refresh button. To get more information about a network, click its name
(SSID). To connect to that network, dlick the Connect button below.

SSID CH Signal Site Information

u “.""r,cyn:, 1 0 : % SSID CisCo

Bw Wireless Mode Infrastructurs
ricsonolt 1 100% Channel 1

wr letsoft e Security Dizabled

] n : 1 e MAC Address  00-14-20-30-B6-40
Viettel 475

Refresh Connect

Wireless- G pPCI Adapter Wireless Network Monitor v4.5

2 4 Gz
;:—L. m‘—jj—'_

8 a

Secure Setup
Push Button

Adapter is Active

Model No.: WMP54G
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Giai thich hién tugng:

Theo Iy thuyét khi ta dé 3 AP (& ciing mét vi tri vat ly ) phat tin hiéu trén cing 1 kénh hodc trén
cac kénh ké nhau thi s€ gay nhi¢u lan nhau (do bi chong lap tan s6), dan dén tin hi¢u s€ bi suy

giam.

O day, PC van théy d6 manh tin hiéu cua cic AP & mirc 100%. Thuc chit khéng thé két luan do
nhiéu cling kénh hay c4n kénh théng qua mirc bicu dién tin hiéu ctia card mang khong day. Dé
thay anh hudng ctia nhidu that s, phai cho PC c6 card mang khong day két ndi va truyén dir liéu.
Két qua thuc nghiém cho théy: néu 3 AP ciu hinh & kénh 1, 6, 11 thi bang thong tdi da dat duoc
trén toan mang 1 33 Mbps; néu 3 AP ciu hinh cing kénh 1 thi bang thong t6i da dat duge 1a 11
Mbps; con néu cau hinh 3 AP & cac kénh 1, 2, 3 ké can nhau thi bang thong téi da dat duoc khoang

3 —5 Mbps.
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